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FACTS

▸ Threat Intelligence, Digital Forensics, Incident Response = 
team work 

▸ We shall seek to drive these activities and continuously 
improve them 

▸ Thanks to operational, meaningful statistics



SHARING IS CARING / MY DETECTION IS YOUR PREVENTION / …

▸ Investigation performed, IOCs 
collected and proper response done 

▸ Is it time to rest? No 

▸ Some if not all IOCs should be 
shared 

▸ They might prove useful to peers for 
defending themselves 

▸ Hopefully, they will come up with 
complementary IOCs that were 
unbeknownst to us

DETECT REACT
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LEARNING FROM BEES



▸ Security Incident Response Platform (SIRP) 

▸ Collaboration 

▸ Task & work log 

▸ Analysis and IOC storage 

▸ Authentication: LDAP, Active Directory, API keys & local 
accounts 

▸ Used by several cybersecurity teams throughout the world



▸ Query analyzers through a Web UI to quickly assess the 
malicious nature of observables 

▸ Automate bulk observable analysis 

▸ Analyzers can be developed in any programming 
language that is supported by Linux 

▸ Invoke MISP expansion modules 

▸ Can be queried from MISP to enrich events
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ANALYSIS EXAMPLE
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THEHIVE — RECAP

▸ Import from and export to multiple MISP instances 

▸ Preview alerts from multiple sources (SIEM, IDS, email…) 

▸ Analyze observables through several Cortex instances  

▸ Leverage statistics to drive the activity 

▸ Use webhooks to open tickets in IT ticketing systems 

▸ Work as a team thanks to the real-time stream



ADDITIONAL SOFTWARE

▸ TheHive4Py - Python lib to create alert/case from multiple 
sources 

▸ Splunk App - create alerts out of Splunk. dev. by Miles Neff 

▸ Elastalert Hive Alerter - use a custom Elastalert Alert to 
create alerts. contributed by Nclose 

▸ Cortex4py - Python lib to submit observables in bulk mode 
through the Cortex REST API from alternative SIRP 
platforms & custom scripts

https://github.com/CERT-BDF/TheHive4py
https://splunkbase.splunk.com/app/3642/
https://github.com/Nclose-ZA/elastalert_hive_alerter
https://github.com/CERT-BDF/Cortex4py
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GET THE SOFTWARE

▸ TheHive, Cortex and MISP are available under a, free, open 
source AGPL license 

▸ TheHive and Cortex can be installed using RPM, DEB, 
Docker image, binary package or built from the source code 

▸ Linux with JRE 8+, Chrome, Firefox, IE (11), and a decent 
computer 

▸ https://thehive-project.org/ 

▸ https://misp-project.org/ 

TRAINING VM 
AVAILABLE 

https://thehive-project.org/
https://misp-project.org/
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