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Where should I 
host my malware?
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Agenda

•  Collect	FTP	servers	IP	address	
•  TesQng	them	-	the	framework	(scanR)	
•  Result	in	numbers	
• Mal/Miner-C	
•  “Funny”	cases	J	
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Scanning	

•  How	to	get	the	IP	address	
•  Scanning	the	enQre		

internet	by	my	own	L	
•  Use	a	service	to	get		

pre-filtered	data	
•  Shodan	
•  Censys.io	J	
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•  Test	FTP	servers	
•  Check	port	21	is	open	

•  Tries	to	log	in	with	Anonymous	user	
•  Check	do	we	have	write	access	or	not?		

The	test	

•  Results	

•  Pre-Filtered	IP	address	
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Let’s automate… 
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scanR – framework 

Python modulok +	
Pre-filtered IP addresses 

Egy konkrét teszt 

Python modulok 

Egy konkrét teszt 

Python module 

One test case 
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The	scan	results	

RESULTS
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FTP	scan	–	init	dataset	
•  From	censys.io	we	got	12.350.314	IP	addresses	

	
	
•  And	we	tested	3.426.381	IP	address	for	this	

12	million	IP	addresses	

3,5	million	IP	addresses	
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FTP	scan	result	(one	third)	

Restricted	
91%	

Anonymous	9%	 Write	access	0%	

Restricted	

Anonymous	

Write	access	
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FTP	scan	(one	third)	
10K	(10337)	FTP	server		

where	you	can	host	your	malware	
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FTP	scan	(one	third	–	anonymous)	

93%	

4%	(10.337	IP)	 7298	IP	(3%)									
Anonymous	

Write	access	

Mal/Miner-C	

70%	infected	with	
Mal/Miner-C	
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The	results	(extrapolaMon	for	12	m)	

~	37.050	

Using	this	raQo	for	12	million	of	IP	addresses	
means	that:	
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InteresMng	cases	

RESULTS
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Seagate Central 
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Seagate Central 

Design	flaw:	
-  The	default	(anonymous)	
user	cannot	be	
deacQvated!	

-  If	the	device	is	enabled	for	
remote	access,	all	the	
accounts	will	be	available	
on	the	device,	including	
the	anonymous	user.		
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383	*	2	TB	=	766	TB	(free	cloud)		
Seagate Central 
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LaCie	CloudBox	
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LaCie	CloudBox	

241	*	1	TB	=	241	TB	(free	cloud)		
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Seagate Central 
:~# ftp 90.xxx.xx.4 
Connected to 90.xxx.xxx.4. 
220 Welcome to Seagate Central Shared Storage FTP service. 
Name (90.xxx.xxx.4:root): anonymous 
 
ftp> dir 
 
drwxrwsrwx    5 65534    65534       65536 Mar 14 19:29 Public 
 
ftp> cd Public 
 
ftp> dir 
 
150 Here comes the directory listing. 
-rw-r--r--    1 0        65534          46 Mar 14 18:52 Seagate Centra[…].url 
drwxrwsrwx    3 65534    65534       65536 Feb 25 16:35 Music 
-rwxrwxrwx    1 65534    65534     1578496 Feb 25 16:35 Photo.scr 
drwxrwsrwx    2 65534    65534       65536 Feb 18 18:49 Photos 
drwxrwsrwx    2 65534    65534       65536 Mar 10 22:21 Videos 

Mal/Miner-C 
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CryptoCoin	miner	

MAL/MINER-C
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Mal/Miner-C	

66b965d1ee4013c80f7e0e27725e43f3d316325a NsGpuCNMiner.exe  
fd358cfe41c7aa3aa9e4cf62f832d8ae6baa8107 NsCpuCNMiner32.exe  
ce1fbf382e89146ea5a22ae551b68198c45f40e4 NsCpuCNMiner64.exe 
(https://bitcointalk.org/index.php?topic=647251.0) 
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Mal/Miner-C	

NAT	

Mapped		
drivers	

Open	/	writable	FTP	
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Mal/Miner-C	(Ytp.exe)	

Tries	to	log	in	
via	FTP	
and	uploading:	
	-	Photo.scr	
	-	info.zip	
AND	
infect	web	
related	files.	
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Mal/Miner-C	(Ytp.exe)	

tftp.exe: 23ec304fab33af1cacf0a167aeb7465631286128  
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Mal/Miner-C	(Moneropool)	

stratum+tcp://mine.moneropool.com:3333 
stratum+tcp://xmr.hashinvest.net:1111 
stratum+tcp://monero.crypto-pool.fr:3333 
stratum+tcp://mine.cryptoescrow.eu:3333 
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Mal/Miner-C	(Moneropool)	

Aker	deobfuscated	by	ROT47	with	a	custom	character	set:		
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Mal/Miner-C	(Moneropool)	

The	network	of	the	infected	machines		
has	an	accumulated	power	to	calculate	

Each	day	can	produce	

431	KH/s		

654	EUR		

Each	month	can	produce	 3240	EUR		
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MY FAVORITES J
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NetVu – Dedicated Micro 
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NetVu – Dedicated Micro 

3274	



31	 31 

NetVu – Dedicated Micro 

948	
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NetVu – Dedicated Micro 

Default setting:  
we welcome 
anyone! J 
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NetVu – Dedicated Micro 
# ftp 109.xxx.xxx.109 
Connected to 109.xxx.xxx.109. 
220  ADH FTP SERVER READY TYPE HELP FOR HELP  
Name (109.xxx.xxx.109:root): anonymous 
331 User name okay, need password. 
Password: 
230 User logged in, proceed. 
Remote system type is ADH. 
 
ftp> dir 
227 Entering Passive Mode (109,170,216,109,17,218) 
150 File status okay; about to open data connection. 
d---------   1 root     root                  0 Nov 22  2010 SYS_DATA 
d---------   1 root     root                  0 Feb 03  2013 130203144310p 
d---------   1 root     root                  0 Jul 30  2013 130731004303p 
----------   1 root     root                 17 Mar 25  2014 w0000000t.txt 
----------   1 root     root                 49 Mar 25  2014 w0000000t.php 
----------   1 root     root                 20 Jul 02  2014 infi.php 
----------   1 root     root                  0 Aug 05  2014 Melody.txt 
----------   1 root     root               1068 Apr 18  2016 info.zip 
----------   1 root     root                114 Apr 18  2016 .htaccess 
----------   1 root     root            3705426 Apr 18  2016 IMG001.exe 
 
d---------   1 root     root                  0 Aug 02  2010 etc 
d---------   1 root     root                  0 Aug 02  2010 gui 

Web	Interface	

Mal/Miner-C	

Backdoors	
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NetVu – Dedicated Micro 

You can change the firmware by anonymous FTP anytime 

/MDD0/etc/ip_cams.ini all (!) camera address, user, pass 

/MDD0/etc/WEBUSER.ini Web-interface configs 
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NetVu – Dedicated Micro 

19	–	21	%	read	/	write	access		

And	more	then	90%	infected	
	(Mal/Miner-C)	
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xxxx.com 
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xxxx.com – nightshift 
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xxxx.com 
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xxxx.com 

if only know where it is J 
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xxxx.com 
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xxxx.com 

Python – manage script files 
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xxxx.com 
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xxxx.com 

Backdoors	
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xxxx.com 

2.643 
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Questions?

 
attila.marosi@sophos.com 

attila.marosi@gmail.com 
 
PGP ID: 3782A65A 
 
PGP FP.: 4D49 1447 A4E1 F016 F833  
              8700 8853 60A7 3782 A65A 


