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WHOAMI

Julien (jvoisin) Voisin

- French
- Freshly graduated

- | don't know Windows



DISCLAIMER

Piracy is bad, m’kay.



WHAT IS THIS?

¥¥iars S Iron Age




(9
@
I
-
&
=
<<
I
=
o
=
<<




BUT I STILL WANT TO PLAY!

Time to write a compatibility enhancement hotfix!



BUT I STILL WANT TO PLAY!

Time to write a compatibility enhancement hotfix!

While knowing close to nothing about the Windows world.



WHERE TO LOOK

In your virtual machine, in the nocd folder.



FINDING THE RIGHT FUNCTION




LETS SCRIPT SOME DOCUMENTATION FETCHER FOR R2
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I
You've got this one in your .radare2rc in the VM



FIND WHERE IT'S CALLED

Your turn!

- Find where GetDriveTypeA is called
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FIND WHERE IT'S CALLED

Your turn!

- Find where is called
- It's likely an analysis command, about xref to something

- There are two locations:

- 0x4d65f6
- 0x5352ee

- In what function do they belong?

- Still in analysis, function related, about information
- afi 0x4d65f6

- afi 0x5352ee
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FIND WHERE IT'S CALLED (CONT.)

Your turn!

- Ox4d65f6 is called from two locations:

- 0x004d6550
- 0x004ablaa

- Which one is the relevant one? (check with VV)
- 0x004d6550 is the cd-check routine!



PATCHING TIME

1. Reopen the binary in write mode with oo+
2. Hardcode a return value for fcn.0x004d6550
3. Play the game without the CD!
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MY SOLUTION




CONCLUSION

- Having no CD reader sucks,
- Age of Empire is cool,

- So is radare2.
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CONCLUSION

Radare2 is nice.

You should use it.
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RESOURCES

- Github repo

- Official website
- The r2 blog

- The r2 book

- Twitter
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https://github.com/radare/radare2
http://rada.re
http://radare.today
http://maijin.github.io/radare2book/
https://twitter.com/radareorg

