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Walter Belgers

• Partner and Principal Security Consultant
at Madison Gurkha

• Close to 20 years of professional experience
in IT security



• Madison Gurkha supports organisations with high 
quality services to efficiently identify, decrease and 
prevent IT security risks

• With a focus on technical security aspects





Social Engineering

• Persuading people into giving you (access to) 
confidential information

• From the social sciences, manipulation



Social Engineering

• Tricking people into giving you (access to) 
confidential information

• From social sciences, manipulating people







http://www.youtube.com/watch?v=0UIdI8khMkw



http://derrenbrown.co.uk/



http://video.google.com/videoplay?docid=5464925144369700635



Social Engineering

• Become an insider!

• Preparation, collecting information

• Talking the talk (learn the jargon)







www.ratemynetworkdiagram.com







http://www.trutv.com/



Classic examples

• I lost my password and my boss wants me to finish 
this today, could you please help me?

• Hi, this is the system administrator, we have a 
technical problem and need you to change your 
password into “monday”





Social proof



Scarcity



Shortcuts

• “Judgmental Heuristics”

• Automated responses

• It is expensive, therefore, it’s good

• He is an expert, therefore, he is right







www.netwerk.tv 







http://www.massimodecarlo.it/



Authority

• Clothing and/or accessories

• Sly sincerity



Liking

• People tend to help people they like better

• You like people that:

• Are physically attractive

• Make (fake) compliments

• Are similar to them



Similarity

• Clothing

• (Body) language

• Interests

• Even name similarity
Picture: Hergé





Reciprocation

• I give you something

• You give me something

Picture: BBC



Perceptual contrast

• Ask for a lot..
.. then for the little you
actually wanted

www.calvinandhobbes.com



Commitment

• People strive to be consistent

• When we make a decision, we stick with it

• Becoming more convinced it is the right one



Commitment

• Would you do me a favor?

• Yes.

• ... WIN!!!

 because I need it?



Commitment

• Ask for a little...

• ...then for some more...

• ...and some more...



Tips

• Pretexting

• “Making up a story”

• Rule #1: make it a simple story

Soundclip: youtube, Phone Losers of America



Physical access

• Examine the neighborhood (entrances, exits)

• Smoker’s exit entrance (tailgating)

• Parking garage

• When do people come in/have lunch?

• Do people wear id badges? Can you copy them?



Preparation

• Be sure to have a
“Get Out Of Jail” card

• Name of the customer

• Your name

• Period

• What you are doing







Once inside..

• We have access to confidential information

• More worrisome: installing
a base station



Once inside..

• Not many people dare talk to you directly

• Fear of being considered impolite

• Make pictures

• Get out (probably easy but might be hard)



More Examples











SET



Demo



Follow Up

• Report with proof (pictures)

• What has been tested

• What has been found

• What can be recommended

• Don’t naming individuals



Follow Up

• Results can be used for security awareness 
training

• Get people involved! They know vulnerabilities 
best!

• Keep on educating in different ways





Finding the right balance

• Be nice..
but not too nice

• Be paranoid..
but not too paranoid



Finding the balance

• Be kind..
but not too kind

• Be paranoid..
but not too paranoid



?walter@madison-gurkha.com


