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WTF?



What this is 
NOT



What this is



Your sir are a Moron!









Overview
• Intro

• Networking Design

• Basics of Router hacking

• Advanced Attacks

• Identification of Targets

• Malware for routers
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Position in the Network





What to Attack



Taking a look at

• Web Interfaces

• Management Consoles (SSHd/Telnetd/...)

• Other Services (upnp,..)



Attacks on Web-interfaces

• Input Validations (xss, ..)

• Auth Bypass or Password Info Disclosure

• Brute-force













IT’S TRUE!





Loco != good quality

• low-cost == low dev time

• low dev time == bad code + bad security

• bad security == FAIL





Advanced Attacks









Identification of Targets





Malware for Soho Routers



From Science to Religion

• Types of Malware

• Use-cases for Malware on Routers

• Future Trends





Types of Malware

• Semi Automatic Malware

• Self Spreading Malware





use-cases
• DDoS attacks

• Sniffers & M.i.t.m. Attacks

• Phishing & Traffic Redirection

• Pay per Click Fraud

• Host proxy servers,...

• (?Grid Computing?)



Reality?

• Abusing Routers == Easy

• Lots of Exploits Around

• Lots of stuff to be discovered

• Building bad stuff takes a bit of time & effort 
+ a idea what to do with all the 
compromised machines



Has this been in the wild yet? 







What have you seen?

• Router exploits: yes

• Automatic exploit tools: yes (see: gesumbi)

• Router hacks for DDoS : yes (seen kaiten on it)

• Self spreading Bots:  yes (see: hydra  for dlink ‘s)

• Advanced Malware:  not so far



Future Trends





Detection of Compromised Systems





Aftermath













Resources:

• NNC Sec.Res.: http://nicenamecrew.com/

• Slides: http://data.nicenamecrew.com/media/

• Paper: http://data.nicenamecrew.com/papers/

Slides&Paper&.. are licensed under Creative-Commons 
(noncommercial, share-alike)
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DISCUSSION




