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The Swiss Education & Research Network

Some operational questions, popping up now and then:
Do you see this peek on port 445 as well ?

« What caused this peek on your network graph ?

How did SoberR spread in your network ?

Do we have any traffic pattern of this incident ?

Which host/subnet consumes most of your bandwidth ?
Which are the top talkers in your network ?

° ... Sober.R
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How to find answers for all these questions?

Netflow turnes out to be a good Data
Source - although not the only one - for all
kind of information and/or events to look at.

.. In discussions with other teams:
— “Watch your flows for ...”
— “Pve seen a lot of ... in our flows ...”

— “Hosts are infected, when you see flows to ...” '
2006 © SWITCH 3
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What is NetFlow?

NetFlow is a traffic monitoring technology developed by
Cisco Networks. Flows are unidirectional and contain
connection related data such as:

— Source and destination IP address.

— Source and destination port.

— Source and destination AS.

— Level3 protocol, ToS byte, TCP flags.

— Logical input and output interfaces.

— Bytes and packet counters.

Example:
2006-03-30 00:47:33.728 54.971 TCP 172.16.71.66:13599 -> 192.168.10.34:80 .A..SF 215 9890

Netflow records never contain any user data!

(S\) ITCHﬂ
2006 © SWITCH Cept
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How to get netflow data and how to look at them? a

Routers do provide netflow data ...
but ...

Router# show ip cache flow

... seems not to be the solution for every task.

= Tools to collect and look at the netflow data

nfdump and NfSen

(sv |TCHﬂ
2006 © SWITCH Cept




nfdump and NfSen

nfdump and NfSen:

NfSen:

* \Web based frontend

* Display flows

 Framework to automate tasks

nfdump:
* Collect and store flows
* Process flows on command line

S\WITCH
( )

SV ITCH

The Swiss Education & Research Network

2006 © SWITCH
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nfdump overview :

netflow v5, v7 orr v0 exporter
storage nfdump

Text

»{] sfcapd Binary

sflow exporter ——p [nfcapd.2006xx

Collecting data Processing data

= | =

(S\) ITCHﬁ
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nfdump features:

« CMD line based tool comparable to tcpdump.
e Written in C = fast.

« Stores netflow data in time sliced files.

« Supports netflow format v5,v7 and v9.

« Supports sflow.

« All processing options support IPv4 and IPv6.

« Powerful pcap like filter syntax:
( proto tcp and dst net 172.16/16 and src port > 1024 and bytes < 600 )
or ( bps>1k and ...

* Flexible flow aggregation: srcip,dstip,srcport,dstport,srcas,dstas,proto
« Efficient filter engine: > 6 Mio flows/s on 3GHz Intel.
* Lots of fast Top N statistics.

 Anonymizing of IP addresses. ( Crypto-Pan) @
« User defined output formats.

[\
(S\) ITCHﬂ
2006 © SWITCH Cept 8




nfdump and NfSen

Example:
List the first 20 tcp flows:

forth% nfdump -r /data/rz/nfcapd.200603300150 -K

123..

-c 20 ‘proto tcp’

oV

The Swiss Education & Research Network

I'T

G H

Date flow start Duration Proto Src IP Addr:Port Dst IP Addr:Port Flags Packets Bytes
2006-03-30 00:43:40.569 82.880 TCP 130.20.234.125:58035 -> 200.66.27.5:61486 .AP. 673 199208
2006-03-30 00:43:40.569 82.880 TCP 200.66.27.5:61486 -> 130.20.234.125:58035 .A.. 421 19674
2006-03-30 00:44:00.082 63.113 TCP 130.20.234.125:55697 -> 159.93.88.3:60454 .AP. 814 1.1 M
2006-03-30 00:44:00.082 63.113 TCP 159.93.88.3:60454 -> 130.20.234.125:55697 .A.. 498 25896
2006-03-30 00:45:02.647 0.431 TCP 193.246.238.35:80 -> 192.254.4.182:56547 .A.. 1 1500
2006-03-30 00:45:02.647 0.431 TCP 192.254.4.182:56547 -> 193.246.238.35:80 A.... 3 156
2006-03-30 00:45:02.813 0.000 TCP 130.20.234.124:59112 -> 194.50.123.176:45458 .A...F 1 52
2006-03-30 00:45:02.913 0.000 TCP 192.254.4.167:58659 -> 49.20.115.83:80 .A...F 1 52
2006-03-30 00:45:02.913 0.000 TCP 129.66.105.181:11248 -> 192.254.4.183:80 ce..S. 1 46
2006-03-30 00:45:02.913 0.000 TCP 192.254.4.183:80 -> 129.66.105.181:11248 .A..S 1 46
2006-03-30 00:45:02.879 0.000 TCP 129.66.105.181:11247 -> 192.254.4.183:80 .AP. 1 515
2006-03-30 00:45:02.879 0.000 TCP 192.254.4.183:80 -> 129.66.105.181:11247 .A.. 1 46
2006-03-30 00:45:02.913 0.355 TCP 214.203.35.177:19027 -> 130.20.234.125:80 .A.. 3 156
2006-03-30 01:40:02.347 300.572 TCP dffe:e6..:199:£fd4.119 -> dc7e:18..:fe99:2.35541 .AP. 811 66835
2006-03-30 01:40:02.347 300.572 TCP dc7e:18..:fe99:2.35541 -> dffe:e6..:199:£fd.119 .AP.S 4850 6.9 M
2006-03-30 00:45:02.895 0.000 TCP 192.254.4.183:80 -> 192.254.179.207:56323 .AP... 1 129
2006-03-30 00:45:02.978 0.000 TCP 194.50.123.176:45465 -> 130.20.234.124:55652 ....S. 1 60
2006-03-30 00:45:03.013 0.000 TCP 130.20.234.125:21 -> 50.242.99.240:61288 .A..S. 1 48
2006-03-30 00:45:03.009 0.000 TCP 156.32.82.45:35110 -> 130.20.234.124:25 ....S. 1 60
2006-03-30 00:45:03.041 0.000 TCP 130.20.234.125:80 -> 130.219.188.88:57168 .A. 1 52
IP addresses anonymized
Time window: 2006-03-30 00:40:02 - 2006-03-30 01:49:10
Total flows: 15970 matched: 20, skipped: 0, Bytes read: 838972
Sys: 0.007s flows/second: 2044290.8 Wall: 0.004s flows/second: 3391378.2
(cert)
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Example:

Show the top 15 IP addresses consuming most bandwidth:

forth% nfdump -r /data/rz/nfcapd.200603300150 -K 123.. -n 20 -s ip/bps

Top 15

Date first
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30

IP Addr ordered by bps:

Duration

seen

00:47:39.999
00:45:00.737
00:49:16.016
00:49:52.902
00:45:06.853
00:46:32.363
00:46:30.764
00:48:36.966
00:49:31.903
01:42:48.834
00:48:02.473
00:49:29.424
00:48:53.293
00:45:41.780
01:42:51.618

IP addresses anonymized

Time window:
Total flows:

Sys:

0.001
0.001
0.001
0.001
0.001
0.001
0.001
0.001
0.001
0.001
0.001
0.001
0.001
0.001
0.002

Proto IP Addr Flows
TCP 64.132.143.51 2
TCP 194.64.105.184 2
TCP 163.3.33.241 2
TCP 92.37.170.104 2
TCP 214.214.200.81 2
TCP 68.142.57.84 2
TCP 151.80.146.115 2
TCP 129.4.38.113 2
TCP 33.135.213.117 2
TCP 90.38.160.152 2
TCP 131.144.55.170 2
TCP 24.11.195.220 2
TCP 88.53.69.175 2
TCP 49.30.8.60 2
TCP 220.24.222.74 2
19224, skipped: 0, Bytes read: 1009920

2006-03-30 00:40:02 - 2006-03-30 01:49:58
19224 matched:
0.046s flows/second: 410112.0

Packets
19

20

9

10

6

=
N OB O 0O O O N O

=
o

Wall: 0.009s flows/second: 2022089.0

/sv ITCHP

Bytes
18004
13600
12046
9208
6931
6720
6680
6184
6104
5941
5608
4880
4721
3822
7605

pPPS
18999
20000
9000
10000
6000
10000
7000
8000
6000
8000
6000
4000
6000
6000
5000

oV

I'T

G H

The Swiss Education & Research Network

137.
103.
91.
70.
52.
51.
51.
47.
46.
45.
42.
37.
36.
29.
29.

o
e
7]

O N ONO®OWWONOWOVLWV ©
SR RRERRERRERRRERREERRE===

bpp
947
680
1338
920
1155
672
954
773
1017
742
934
1220
786
637
760

2006 © SWITCH
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Example:
Show port scanning candidates:

forth% nfdump -r /data/rz/nfcapd.200603300150 -K 123.. -A srcip,dstport -s record/packets 'not proto icmp and bytes < 100
and bpp < 100 and packets < 5 and not port 80 and not port 53 and not port 110 and not port 123'

Aggregated flows 72506
Top 10 flows ordered by packets:

Date flow start Duration Proto Src IP Addr:Port Dst IP Addr:Port Packets Bytes bps Flows
2006-03-30 01:49:23.800 243.842 TCP 83.130.48.231:0 -> 0.0.0.0:4899 142172 6.5 M 223891 71151
2006-03-30 01:50:48.603 236.035 TCP 165.17.105.18:0 -> 0.0.0.0:5900 34452 1.6 M 56049 17232
2006-03-30 01:52:30.169 143.944 TCP 117.128.149.163:0 -> 0.0.0.0:41523 9982 479136 26629 5143
2006-03-30 01:49:22.650 303.173 TCP 221.200.120.170:0 -> 0.0.0.0:1433 4638 222624 5874 2319
2006-03-30 01:49:53.945 299.401 TCP 211.135.150.43:0 -> 0.0.0.0:135 3273 157104 4197 3273
2006-03-30 01:49:27.196 194.565 TCP 201.143.63.114:0 -> 0.0.0.0:139 1845 88560 3641 1613
2006-03-30 01:52:05.471 96.768 TCP 198.246.113.17:0 -> 0.0.0.0:445 1678 80544 6658 954
2006-03-30 01:49:54.012 300.038 UDP 210.117.33.36:0 -> 0.0.0.0:137 1471 114738 3059 1471
2006-03-30 01:49:22.970 328.838 TCP 164.88.206.114:0 -> 0.0.0.0:135 1432 68736 1672 1077
2006-03-30 01:53:00.822 112.524 TCP 24.169.235.184:0 -> 0.0.0.0:135 1254 60192 4279 1254

IP addresses anonymized

Time window: 2006-03-30 01:34:53 - 2006-03-30 01:54:57

Total flows: 1178835 matched: 245494, skipped: 0, Bytes read: 57559680
Sys: 0.634s flows/second: 1856716.7 Wall: 0.632s flows/second: 1862657.6

/8\> ITCHﬂ
2006 © SWITCH C ept 11




nfdump and NfSen

Example:
Show the top 15 /24 subnets exchanging most traffic:

oV

I'T

G H

The Swiss Education & Research Network

forth% nfdump -r /data/rz/nfcapd.200603300150 -K 123.. -n 15 -A srcip4/24,dstip4/24 -s record/bytes

Aggregated

flows 7525

Top 15 flows ordered by bytes:
Date flow start

2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30
2006-03-30

00:41:06.140
00:42:50.622
00:40:51.729
01:41:42.025
00:41:06.140
01:39:56.087
00:44:39.128
01:41:01.414
01:41:03.371
01:40:12.986
01:41:24.088
01:43:04.047
00:43:47.441
00:44:01.619
01:42:43.123

IP addresses anonymized

Time window:
Total flows:

Sys:

Duration
4102.844
4022.361
4054.221
443.957
4102.844
600.881
3900.855
529.568
329.612
300.997
506.896
300.870
3935.542
332.758
300.860

Proto

TCP
TCP
TCP
TCP
TCP
TCP
TCP
UDP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Wall: 0.010s flows/second:

Src IP Addr:Port

130.20.
130.20.
130.20.
130.20.
130.254.
130.20.
130.20.
130.20.
194.114.
130.20.
130.20.
165
130.
130.
130.

2006-03-30 00:40:02 - 2006-03-30 01:49:58
19224 matched:
0.062s flows/second: 307588.9

18797, skipped: 0, Bytes read:

234.
234.
234.
224.
221.
234.
234.
223.
160.
234.
234.
.242.80.
20.234.
20.234.
20.234.

o

O 0O 0O O0OO0OO0OO0OO0OO0OO0OO0OOOO

2006 © SWITCH

Dst IP Addr:Port Packets Bytes Flows
0 -> 130.254.221.0:0 79455 95.1 M 14
:0 -> 194.90.158.0:0 42179 58.2 M 13
0] -> 220.63.34.0:0 39593 56.0 M 6
0] -> 163.3.42.0:0 30543 43.3 M 7
0 -> 130.20.234.0:0 60178 29.1 M 14
0] -> 194.84.7.0:0 17836 24.9 M 9
0 -> 214.124.39.0:0 15912 22.6 M 9
0 -> 130.20.220.0:0 15549 21.4 M 8
0 -> 130.20.234.0:0 14126 20.1 M 4
0 -> 194.168.190.0:0 13101 18.7 M 2
0 -> 24.50.25.0:0 12433 17.8 M 2
0 -> 130.20.234.0:0 9966 14.3 M 1
0 -> 205.175.61.0:0 10445 13.4 M 15
0 -> 194.61.253.0:0 8973 12.7 M 101
0 -> 69.155.45.0:0 7872 11.3 M 1

1009920
1839969.4

S\/ITCH
(cert)
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The art of filter design:

* ... depends on your problem you want to look at.
— Incident Analysis.
— Host tracking.
— Port Scanning.
— Operational issues.

e ... depends on your network.

nfump does not do your job, but supports you in
doing your job!

Use the power of nfdump’s filter syntax!

(S\) ITCHﬂ
2006 © SWITCH Cept 13
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nfdump is:

* Powerful

* Flexible
 Easy to use
 Fast

but ...
. don't we all like pictures?

e e

2006 © SWITCH Cept 14
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NfSen features:
* Use the power of nfdump as backend tool. = modular design.
* Pictures!
* Drill down from overview to the details down to the specific flows.
« Graph current network situation.
» Graph specific profiles.
— Track hosts, ports etc. from live data.
— Profile hosts involved in incidents from history data.
* Analyse a specific time window.
« Web based.

« Automatically post process netflow data for reporting and alerting
purpose.

* Flexible extensions using plugins.
« Easy to use.
« Auto - Cleanup. Aging data files: max space, max lifetime.

(S\) ITCHﬂ e o i
2006 © SWITCH cert 15
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Putting all together:

n

From:
To:

Summary:
monitored:

SV/IT

CH

The Swiss Education & Research Network

[RTRTRTESURININTIN

Web Front-end E?O essing /\
] CLI
~ | soffows | Periodic Update Tasks & Plug
offlowd eriodic Upaate | askKs ugins
Input
[netflow v5, v7,v9, sf@ nfdump BaCkend

-—

Dmonenoonn

2006 © SWITCH
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S Overview = Details
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~ Upstream S1KA 1269 KA 121 K A0 KA 270 s 16 KA 7760 MbAs 7402 Mh/s 313 Ml 2563 Kby 41 My
~ Peert A9Ks 486K dMIKs 93Ks 285 16Ks  ATGHs  ATGhs 190 Mbs 2536 Kb's 134 Mbs
~ Peer2 ASKA SO0KA 4K 6AKS 24535 M7 A 2013 Mb/s 2750 Mbia 134 Mibhs 1959 Kby 96 Vb

Al | None | Display: © Sum = Rate
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Bl tome | Fows | rackers |t UEREEN suats | puges B

Profile: live

T

2 04:55:00 2006 Packels/s protlo W@

P any wmp

e live May 02 2006 - 04:55

other

e Ll selected Profle: | live

Profileinfo:

Tapes omtionsonn

Mar sabmied

Expe saver

Ssart: Apr 82 200 . 01: 1%
Ead: May 8) 2006 - 0930

L R006 05020458
“art

1 HOOE- 05 00 0458
ond

Reset Timesior |

§ 0K 4
§ Flows
3 =k : e .o P—
Trallic
s 12290 A0 B0 0 2 0o 2o Mo o 8o Fi
B oowatresm B patresm Woeert B beer - : .
N— , — & Lo Scale = Stackoed Graph
Sclect [left ] Mk Display: | 1ca - A |
[ ' bty 1w 554 £<1 20) £8) 5] o) ¢ Log Scake ¢ Line Gragh
Statistics timeslot May 02 2006 - 04:£5
[ai SR  (oseealatae L Sessssseeey | AMSSSSESESSSS———_IS° SSesSSS—————_————"t
s tep: udp: omp:  other:  all: Lep: udp: icmp: other:

F Downtream 06465 IAIKA 2TKA S5694 1395 674 131Mbs 123Mbs TSA6KLs 90 Khs 142 Kb
“ Upstreams  SIKA IRIKA MIKA IS Kx 1907 /4 2998 5 3156 Mbis 2606 Mb's 570 Mbs M57 Kb 8016 Kby

~ Peert
~ Peer

Al | None |

JOKS 306K M4SKs  4TKs 922705 49075 30GHs  30Ghs
24KA RAKA IRTKA  A2KA I3 A 24554 1R Mbh 1127 Mbs 53 Mbs 1639 Kb 2528 Kb

Display: © Sum ~ Rage

TS Mbs 5166 Khs S09.7 Kbh's

|
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i 1




Y te NFSEN « Poafte e Moy 02 2006 - 0455

g o— JAKS MAKS MUSKS ATEKS TH #TH JGH  JAGHEY  TEMBS SIS KA ST KW
= Peer? JAKS 22AKS MTKS O A2KS LS S5 1154 MM 11T M B3 MBS A0S K 2525 K
.PJL“'__] Display: * Sem ™ Rate
Netflow Processing
Source Fibver: Show

{ Lie: Vink (10 «| Fiows
Peer} r T egmrepsted.
Neerd T thewe s,

T leeg sstpet
od | roner . ul’-pr‘—

A3 Seunces | st [pxckes i[> -0 - =

Fm—m»[}‘«u«_j

_precess |

R e b by [s 3 —
OOUMI

fasz/local/bin/afdtisp -r fmetilowd/nfses-devel/profilesa/llve/Jcwmstress/afcapd, 200602020432 < 20 -2 record/packets -0 extended “udp *

AMeoregated flows 21100
Top 20 flows ordered by pachets:

Date flow stars Duration Preto Bre IP Adr i Pose Det IP AMMciPort TFiage Toa Pachets Dytos T iz Tiows
0040802 08240147, 038 BAT NS WP 29451060, 06610000  «> 190, 90,220. 10500000 Linees O Y .= . L+ 1 :
PO06-05-020 O4addd), 309 BT, 003 1 190,50,320. 10500008 »> 25400060 06610000 Liees O eIty v x )0 1T 1% 3
P006-05-02 O4sdY420.256 042110 W19 254010 64016600003 - 47,0240, 900 0000 ...... O 1MT6 . x % Mman % b 3
2006-0%5-02 04347:20.270 69100 19 4702409017000 -» 234.310.64.166:700) ...... O 67m L.v x 24 112 1 2
2006-05-02 04239:47.202 924,505 WOF 247.124.300.206:12030 -» 191.301.120.07:3000 .icueew O 224% Ja0a 2 M1 15% 1
20060902 O6:50:12.827 42,100 UOF 294,310,648, 140:7000 <> 292.095.202.149:7090 siuvss O 1362 132304 ie 17043 11} 1
0040502 06152100, 288 410,08 WOF 190207082008 -> 248, 40,10 09%18 Liiivs O " e P | 180 134 3
D006 05-02 008511285 45,548 SRLLANE. S AT 0eR08 »> 250000 .92 10T A L hihe O s = Ay 2I806% e i
DO06-05-02 04042420207 926,900 L2Fr 2921520442011 2906 ~> RIL.BAL20.2%0 Y ... O s v 4 2 a“ i
2006-05-02 0442450999 927.016 1 RRL .20 2%410T6T - 2520192044207 296 ...... O " 4509 0 sl L3 1
2006-05-02 O4z58:12.041  S2.9004 LOF J292.195.202.14%:17000 -» 294.310.64.1646:7001) ...... O 0L 4028, 12 [ #3420 a2 |
2004-05-02 O5254:24.900 147,576 LOF  292.352.122.39:10000 «» L172.372.20.233:1179%0 Livvee O 187 12eM2 4 18N b M 1
20060502 08234120549 1I5. 461 UOF  294.310.64.148100010 > T . 2409817000 siwues O 44 70 s L3 15 ) 12) i
060502 08442420, 037 457,20 wmp J47, 0,268,902 o> 254,010,685, 140, 0 sensss O 0% VT i 74318 [ H i
PO06-05-02 0840 115,939 910,502 v SRLLIPO.SI.AT N0 o> AL 004000201008 L,..... O 0L 102 [ 88 e 3
2006-05-02 04340315947 910.960 12F 240.124.000.20T4000% ->  RPLLIDD.SY.ATURORY ...... O S D 0 Fa bR M )
2006-05-02 DA256:23.092 130604 19 J47.0.240.90:07000 ~» 254.310.64.166:7092 ...... O 493 132¢0s b} T2 240 2
2006-05-02 04240257454 13,057 LOF I91.300.000.06:3000 <& 247,124,300 20720000 Liviee O iams aam o 418 147 1
200440502 O82461048.603 924,44 v L9090 AT 850 <> 247,124,005, 2061908%0 Livues O 113 ) 4282) 4 243 1 1
DO06.05.00 O8146104,598 924,450 USPF 247,024,000 20619658 > ARLLIN0LNLLATIOEND Livees O L 42083 ¢ I " |

17 addressss nnarun
Tioe wisdow: May 02 2008 04:139:14) - May 92 2006 J4:15%:1%%

Flows aszalysed

1 1509946 macnched: 29343,
Sys: 0,964 flown/second: 23387T45.0 wWal

read: 74311468

1 §.0818 flowa/second: 24T49040.8




mMAN NESEN « Profile live May 02 2006 ~ 2110

I T st st [0
B oo | o | pacies | rrunc (RSO s | rioves

Profile: live

e voe Profilciafec
Type: conciawms

M&A w m M,..,..ﬂ..m

Fadi May 00 2006 . 09 0

i 2008~ 05002530
i

Tue May 2 21:30:00 2006 Flows/s any protecol e ———
B — ERPERED: — D ——— N

! Tresct
o ~ . Sapes Tt |

Flowa/s amy protoced

’ i -
ok - : y ’ . - w WYy
> b - we 3 2 Nelwwe Anidwm wer vy

B oowatrem B upstrean Wevert B oeer2

[eh i . & Lin Scale * Stacked Graph
Select | o D 2 . A |
et~ isplay |12;:;::‘ =] <<| <] 1} | 2] > ]| 2] - e
1 cay
2 dupy

Statistics timeslot May 02 2006 - 21:30 4 days

_——’““‘ o Teelllee 00
tep: 2 weeks other:  all: 1cp: wlp:  Gemp:  other:

E Deantream ENEE uu TAKS rares wwadfs 3294 .5y NLEMMs 29Mbs 1M1 Kb 777 Kb
T Upstreass  GAKS MS1Kis 1279 K55 1S3 K 2022/ 12K K372 Mbs S00.7 Mbs 328 Mbvs 2843 Kbis 33 Mhs

~ Poerl AGKA 47T50Ks 4648 K5 93K 26824 TS52 5 J9Ghs  39CGhs 239 Mbvs 2316 Khvs 3.4 Mhis
~ Peer2 AIKA SAKAS SSIKA SOKA 7.0 A 5300 4 7.0 Mbs 3826 Mbs 120 Mbvs 1729 Kby 2.4 Mbs
Al | None | Disglay: ¢ Sem = Rate

U
4
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N SEN Profle live May 02 20006 Zl

I T st e [ 3

1CMP olher Profilciafoc
' Type: contiavms
, L Man anlmited
| Eapc mever
‘ w Shart: Ape 00 2006 . 01115
- - : - - Fadi Mag 00 2006 . 0% M

- R

Tue May 2 21:30:00 2005 Packets/s any grotecol

O [y e D SIS VRS SISO T S S e e el W

[2006-0%-02-21-30

% Saut Tenesiot |
: |
4 | Flows
E >
3 M3
| Traffic

T —— 1

B oowratrem B ipstresn Wroeert B oger2 | :
P — & s .

Sclect [ left +| Mark Display: [2weeks | << | < | 1| A| >]| > | | Lin Scale * Stacked Gruph

¢ Log Scale ¢ Lime Graph

Statistics timeslot May 02 2006 - 21:30

all: tept edp: femp:  other:  all: lep: vlp: kmp: other:
Y Dewnstream 47045 KAKS  TAKS 12Ks 024 NOA SSMhs EMbs 29 Mbs 1A Khis 777 Khis
~ Upsdresss 6AKS MSIKS 127T9KS ISXKS 21225 12 Ks 5372 Mb's S00.7 Mb's 125 Mb's 2843 Kihvs 13 Mb's

“ Peerl A9K/s A750KS 4645 K5s 93 KA 2824 TSE2 A A9Ghs 39GhSs 239 Mbs 2316 Khvs 18 Mhs
Y Peer? A3KA SAKS SSIKA SOKA 20704 53014 M7 Mbs 3826 Mbs 120 Mbvs 1729 Kb 2.8 Mbis
All | None | Display: ¢ Sem = Rate

Netflow Processing
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ctmmm—m———————————————————————x.




aXaka NESEN - Profile live May 02 2006 - 2130

0 X st e [ e
Profile: live
Profibeisfo:

e any 1ICMP other
' ' Type: contiavms
’ - L Man anlimited
~ ¢ ‘ Expc mever
Wbt S et 3w 01

Fadi Mas 00 2w . 0% 0

- R
] “art
Tue May 2 21:30:00 2006 Packets/s proto LOP ——a—
. ’ : . Qe 5 , ’ [2006-03-02-21-30
cod
158 Suses Tesiot |
$ flews
= 108 -
i Wiy
§ os5m: ' , :
a - -
Tralfic
o0 —— -
rei an T o P s & ’
B owratrem Bupstresn Boverl B oeer2 -
~ -
Scloct [left  +) Mark Display: |2 weeks v << | <] 1] Al >] > ]| »| 'LmSak .SWG@

¢ Log Scale ¢ Lize Graph

Statistics timeslot May 02 2006 - 21:30

_-_
tep! edp:  jemp:  other: all: lep: vlp: empt other:
“ Dewnstream 7040 “M TAKS 12K6 2025 94 SHEMAs EMbs 29Mbs 1M1 Khis 77.7 Khs

“ Updreass  6AKS MSIKSs 279KS ISSKS 20225 1.2 K5 5372 Mbs S00.7 Mb's 125 Mb's 2843 Khis 13 Mbv's

% Peerl A9K/s AT50KS 4648 K5 93KA 282/ 75525 19Ghs  39Ghs 239 Mbs 2316 Khvs 1.8 Mhs
Y Peer? A3KA SAKS SSIKA SOKA 20704 53014 M7 Mbs 3826 Mbs 120 Mibvs 1729 Kb 2.5 Mbis
All | None | Display: ¢ Sem = Rate

Netflow Processing
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B vore | fows | packecs | rramc [N sucs | poges B

Profile:

live

o T e e I

Profilciafoc
Type: contiavims

cr any 1IC\mP olher
: < L Man anlmited
2 \ ~ ! Expc mever
Shart: Ape 00 D006 . 0105

19587

0581

L

B oowatrem Bipstrean Boeerl B oeer2

Select |

Pacxets/s prots 0P
-
o
-

left

et v Mark

—

Fri fpr 21 05:50:00 2006 Packete/s proto LDP

fri

an

Statistics tmeslot Apr 21 2006 - 06:50

!

Tw

Fadi Mas 00 2w . 09 0

o RoEoe e
ERTAl
(200604 21.06-%
Beiet Tiesice |

Flows

Display: [Zwewks =] << <] 1] A] > > »1| & UnSce & SuckedGngh

¢ Log Scale ¢ Lize Graph

“ Dewnstream 23085 MKs  2AKs MT2A 1624 2085 120 Mbs 100 Mbis 8520 Khvs 104 Kivs IJ)M
~ Upstream

~ Poerl
~ Peer?
All |

_None |

Netflow Processing

AOKS 9SAKSs 6T K 8980 K 2000 /s M54 s 8500 Mivs 1634 Mhvs 3255 Mhvs 2386 Khis 8705 Khis
IAKA TIKS MU KRS 456K5 220405 36224 AIGHs  29CGhs 1657 Mivs 2101 Khvs 6053 Khvis
22KA ST50KA I53KA SS96KS 17224 4604 3013 Mbvs 1002 Mivs 2009 Mivs 1396 Kivs 523 Khis

Display: © Sum * Rate
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I T st e [ 3

B e | o | pactecs | rronc (SR s | roges B
Profile: live

ICMP other Profilciafoc
Type: contiavms

e any
B ¥ ! | e ol el d Ma: anlmited
. R y ' Eapc mever
Bl iy SYrt: Ape 03 2008 . 00,1
TSw . - SRS R e SRS i My 00 3006 . 0% M

e

Fri fpe 21 03:20:00 2006 Packetes/s proto LDP

258 rr—r—r— . _——— e ———— e p—————] (]
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£ gam | Flows
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o5n ‘
| Traflfic
e 22300 300 A o [CHER o ol 20 \
B owatrem B ipstresn Wroeerl B oger2 | “i
4 ~ ‘. .
Sclect [left v Mark Display: [12Hours »| << | <] 1] a] > »»| 3] Lin Scale & Sucked Graph

¢ Log Scale ¢ Lime Graph

Statistics timeslot Apr 21 2006 - 023:20

all: 2 edp: mpc  other: ol tepe udp! icmp: other:
Y Dewnsream 21235 ASKAS 27K AD0SN IS 62500 2186 Mhis 167 Mbis 5086 Khis 119 Kivs &4 My
~ Upsdresss 42K TISOKS SSOKS 6659 Ks 199,01 /s 9585 55 6520 Mivs 3966 Mbvs 2477 Mivs 23001 Khvs 5.5 Mbvs

~ Poerl I6KA TEIOKS JMIJKSs 484 K5 41285 90294 25CGHhs 23 Ghs 1704 Mbvs 3315 Kihvs 39 Mivs
¥ Peer2 LIKA a2AKS J65KA 453K 20024 S1LS s 3250 Mbvs 1573 Mibvs 1642 Mivs 1631 Khvs 3.5 Mboa
All | None | Display: © Sum ~ Rate

Netflow Processing
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ctmmm—m———————————————————————x.




NESEN - Profile live Apr 21 2006 - 03:20

I XN sccoctos protie [ live
Ontaty

Profile: live

e any 1ICMP other Profileisfoc
Type: contiavms

: i ' f ogb i Man: anlimited
3 W Shart: Ape 00 D006 . 0008
S R e TSR i May 00 3006 . 0%
o e
] “art

Frli Ape 21 03:20:00 2006 Bite/s proto LOP

[2006-04-21-23-20

L B
st Tonesior |

eoo m | " | Packets

L

Fitasy roto 0P

Hom1

3 >
22300 (Lo 42 200 o4 100 o m o o) g
B oowatrem Bipstrean Boverl B oeer2

Sclect [left  +] Mark Display: | 12 Hours | «<| «<| 1] A] | >> | |"L ss‘:c‘;‘ls.:k:}dr;;hm
S =l 2] Oof

Statistics timeslot Apr 21 2006 - 023:20
_-——
tep! edp: mp:  other: ol tepe udp! icmp: other:
“ Downstream 2123 /s ”Kh TN 405N 188N 62500 216 Mhs 16T Mhis 5084 Khis 119 Khvs 4.4 Mbs
~ Upsdresss 42K TISOKS SSOKS 6659 Ks 199,01 /s 9585 55 6520 Mivs 3966 Mbvs 2477 Mivs 23001 Khvs 5.5 Mbvs

~ Poerl I6KA TELOKS JIIIKS 484K 412805 9294 25CHs 23 Chis 1704 Mivs 3315 Khvs A9 Mivs
¥ Peer2 LIKA a2AKS J65KA 453K 20024 S1LS s 3250 Mbvs 1573 Mibvs 1642 Mivs 1631 Khvs 3.5 Mboa
All | None | Display: © Sum ~ Rate

Netflow Processing
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aNnn NFSEN « Profile live Apr 21 2006 - 03:20

Statistics timeslot Apr 21 2006 - 03:20
 Source:  Flows

all: tepe udp: fcmp:  other: all: tope udp: iomp: other:
[« Downstreass 212354 3ISKA  2TKA 42055 IS8/ 6250/ 216 MBS 167 Mbis 5086 Khis 11,9 Kbis 4.4 Mhis

[+ Upstream 42KA T2RO0KS S50 KA 6689 K 1990 /v 958.5 )y 652.0 Mh's 3986 Mb/x 247.7 Mh/s 230.1 Kb/s 5.5 Mbis
 Peerl 26K TELOKS 1K H84Ks 412854 93294 25Gh  23Ghs 170.4 My 3315 Kby 1.9 Mhis
~ Peer2 LUK 4728 K8 265 K 4453 KA 2002 /s SILB s 2251 M 1573 Mb/s 164.2 Mbvs 163.1 Kbvs 35 Mbis
L'IM Display: © Sum * Rate
Netflow Processing
S.-teu Filter: Show:
Downstream List: Fiest| 10« Flows
I ggregated.
::::: [ time sorted.
[<oones 3] [_long cutput _process |
and | <none> it Stat: Top (35 ]
All Sources I™ Limie [Packets v/ > »/ 0 [« =
' Flows erder by  bps e
¥ long output
™ | Any 1P Addr :jctibrbqr;;;____izi process
Clear Form

Jusr/local/bin/nidap <M /netflow2/nfgen-devel/profilesa/live/Downstrean:Upatrean: Peerl:Pfeer? «r nfcapd.200604210320 «n 20 «s record/bpa -0 extended 'udp '

Aggregated flows 1090424
Top 20 flows ordered by bpe:

Date flow &
2006-04-21
2006-04-21
2006~04-21
2006-04-21
2006-04-21
2006-04-21
2006~04-21
2006-04-21
2006-04-21
2006-04-21
2006-04-21
2006-04-21
2006-04-23
2006-04-21
2006-04-21
2006-04~-21
2006-04-21
2006-04-23
2006-04+21
2006-04-21

Tare

03:17:04.532
03:17:04.638
03:17130.121
03:17:46.123
03:16:06.152
03:18:26,122
03:12137.961
03:20:23.378
03:20:35.152
03:23:22.250
03:23:06.113
03:23:32.78%
03:21:40.80%
03:22:142.954
03:23:43.052
03524119.21%
03:24:19.214
03:24:19.214
03:24:19.214
03:24:19.214

Iy addresases anon 2

Time window: Apr

Duration
456.636
460,499
232.128
236.096
328.128
356,224
552.256

0.001
0.001
0.001
0.014
0.001
0.001
0.001
0.001
0.001
0.001
0,001
0.001
0.001

rroto

EEEERERERREREERERRE

Src IP Addr:Pore
£71.232.166.244:137263
125.46,104.211:47225
171.8.244.,170146294
126.205.7.109:47018
108.44.41.281:43830
109,9).137,123:45%444
119.137.230.210:1 45837
15.238.99.170:53
179,216,88,1:53
106.230.159.83:53
191.52.25,202:33
255.33.98.231:9875
192.060.240,150:59468
171.217.137.235152936
189.182.72.7:53
202.1%0,215.13910
202.150.215.139:0
202,350.215,339:0
202.150.215.139:0
202.150,215.139:0

od
1 2006 03:04:5) - Apr 21 2006 03:24:58

->
->
-
-
-
-
-

-
->
->
-»
->
-
-
->
->
->
-

Dac IP Addr:iPort
253.163.240.151:53
253.163,340,151:%)
253.163.140.151:53
253.163,140.151:53
253.163.240.151:5)
253.163,140,1%1:5)
253.163.140.151153
191.190.255.129:328%9

252.152.125.20: 32769
253.227.214.215:35699
253,227.214.214:33928

128.122.1.249:5875
242.190.27.9:5)
252.152.192.248:119672
254.174.227.32:32780
252.1%2.110.103:102%
252.152.110.106:1025
252.192.110.62:3026
252.152.110.37:1025
252.152.110.46:1026

Flows analysed: 2319126 matched: 1673043, Bytes read: 137655456
Sys: 2.05%5s flowa/second: 1371379.7

wWall: 2.0908 flows/second: 1348602.8

Flags Tos Packets

IR

D

0 9.4 x
0 13%.5 M
0 322 M
0 32.5M
0 32ax
0 XR.AN
0 32.0M
0 €
0 &
0 &
8 24
0 2
o 12
0 2
0 4
c 2
0 2
0 2
0 2
¢ 2

207gg=

294544
145543
144185
103351
94434
60795
€000
6000
8000
1714
2000
12000
2000
4000
2000
2000
2000
2000
2000

§

e
Ll - R e R R -
W Wi W ONAS W

XEXXXXLXXXERXAA XXX L X

:
]

BON R RN RN AR NN N BN e e o b e i




nfdump and NfSen SV/ITCH

The Swiss Education & Research Network

Profiles:

« A profile is a specific view on the netflow data with
nfdump filters applied.

* The profile applies to the graphical as well as to the
numerical view.

* Profiles can be created from data in the past. ( static )
* Profiles can be created from incoming data ( continuous )
 Any views or processing options are available.

S AN Selected Profile: _____ e e ] .
'live —s S - _H.‘ -~ =
port80 —_— z
smallpackages u [ ———— : =
bot-masters =
vt e s
New Profile ... —— . — —

2006 © SWITCH C ept 32



nfdump and NfSen

Bl tome | Fows | Packets | Trtc | oetats [JESEEE pluges

| [oNstaffic &
Profle: || Name of new profie.
| The naming foliows the dracicry naming ded
ALl pore 53 srafilc
Description:
[ Format yyyy-mm-dd-HH-MM
| Start ime of rew prolie.
Start: 1mmunwmm-u(smuw
| live profie ) up to 2006-0503.11.30 M left empty, e
| profile stacts fom now: 2006-0593-11-30 {contiruous
| prefie)
[ Format yyyy-mm-dd-HH-MM |
End: End time of new peofile.
Must be later ®han start of the profile. Loave empty for a
coninuous
-
|| Downstream
" | Upstream
Sources: [Poerl
| Peer2
jporet 53 and [ tep or udp )
Filter:
Mauximum size, this profie may grow. Any rumber is
Max. Size: | takon as MB. cnless ancttwr scale is specified such & K,
(M, G, Tor KB, MB, GB, TB If set 10 0, no size lmit
ppios
£x. 300, 300M. 2G etc.
[rever
Expre time. This specifies the maximum ifetime for this
Expire: profite. Data fles clder than this, wil be deleted. Any
rumber is taken as hours unless ancther scale is
specified such as d, day, days and/or h, hour, hours. ¥
set to 0 or never, no time Imit applies.
Ex. 72, 720, 4d 120, Yedays etc.
_Cancel | Create Profile |

SV/IT

The Swiss Educatiqn & Research Network

N T, scecies prome: [ ONStaffic =)

CH

2006 © SWITCH

S\/ITCH
‘cert)
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nfdump and NfSen

Profile: port 53 and (tcp or udp ):

@ NS - o NS e
Emwm e [ONS T
BN riow | rasets | rme | oeuts | s | o IRZEECAETY
Overview Profile: DNS-traffic

Overview = Details

lllll weher Profileisto:
T

Seiect [lefe ~] Mark Disglay: [Tday =] <<| <] |

Statistics timeslot May 02 2006 - 23:35
 Source:  Phws

. v

1M b Obis

Mbss obs

KM Obs Bhis

 wwlist 13Ks 32Ks 36395 uxh O/ 04 SIMbA 27MMs 24Mbs Obs Ohi
AAAAAA Display:  Sum * Rate

( S\X/ITCH—t\

2006 © SWITCH

SV ITCH

The Swiss Education & Research Network

Details = Flows

cert)
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nfdump and NfSen SV/ITCH

The Swiss Education & Research Network

Example Profiles:
Filter: ‘( udp or tcp ) and port 53 Filter: ‘bytes < 100°

I e R e e [

. L S ‘e — -~ - e e e .. e o~ - -—
P L L R T R L N T T ¥ e TTEA LGN GRS RASA TIAE ARA AGHUAA WL EM BEONAS e RN LD R
s TS BENS BEN BIEA A AR TAKES MATEMS BAs e b e FIEA LA AR NAEA TR SRS DR DM M RO M A
[ 55 PN BAN REN BN 5 B BT LIRS BIEAE e W B — SIS AT AT AN AN REN FALM TUANM AR AR B
ool THAAS LA AN EOAN 40 #n AW ETRRS  LEIWRG B b . =i ERAN 0N MRS ARAN IRAS ARS A0 NI R TTARES AT A L8R
L AN ] e R LA ey L

Filters may be as complex as the the filter syntax of nfdump allows.
Example: ‘((src net 172.16/16 and src port > 1024 ) or dst host 192.168.16.17
and dst port 80) and packets > 1000 and pps > 150°

( S\X/ITCH—\
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SoberR: ‘tcp and dst port 587’
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Incident analysis - profile a hacked host:
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Plugins - what for?
* Monitoring and alerting.
 Track for known botnet masters and send notifications.

* Track for possible scanners or DoS attacks, not necessarily visible
in the graph.

* Port Tracking.

Backend Plugins are:
« Simple Perl modules hooked into the NfSen backend.
« Automatically called at regular 5 Min intervals.

Frontend Plugins are:
« Simple PHP modules hooked into NfSen frontend. V
« Called by selecting the tab. N

(S\) ITCHﬂ
2006 © SWITCH Cept 38




nfdump and NfSen

NfSen Plugins:

SV ITCH
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Web Front-end
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Backend Plugins
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Backend Plugins:

#
@plugins = (
['live', 'CatchDos'],

\_/_

#

package CatchDos; nfsenconf

;se strict; /<j7\
/

sub Init { (f/i/

# Init plugin N\~

} # End of Init

sub run {

my $profile = shift;
my $timeslot = shift;
} # End of run

Runs automatically
Backend Plugin  every 5 min

Notification.pm

output

(SVITCH——“\
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Cookbook for writing Backend Plugins:

« Select a plugin name: MyPlugin

Create a Perl module named MyPlugin.pm
Write your code.

«  Try/debug your module offline using $BINDIR/testPlugin:
JtestPlugin -p MyPlugin -P live -t 200603140800

«  Store the file MyPlugin.pm in the directory $BACKEND_ PLUGINDIR
( e.g. /data/nfsen/plugins )

 Register the plugin in nfsen.conf for the profiles in question:

@plugins = ( # profile # modul
# [ '+, "demoplugin' ],
[ 'live', 'MyPlugin'],

)7

(S\) ITCHﬁ
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#!/usr/bin/perl
package MyPlugin;

use strict;
# Periodic function
# input: profilename
# timeslot. Format yyyymmddHHMM e.g. 200503031200
sub run {
my S$Sprofile = shift;
my S$Stimeslot shift;
# Called at every cycle
# Your code goes here

}
sub Init {
# Do module init staff here
# return 1 on success - module successfully loaded
# return 0 on failure - module disabled
return 1;
}

sub BEGIN {
# Standard BEGIN Perl function - See Perl documentation
# Called on loading the module

SV ITCH
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}
sub END {
# Standard END Perl function - See Perl documentation
# Called on unloading the module
}
1i S\WITCH
(cert
2006 © SWITCH wrtal &1 )
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Example Candidates for scanning activities:

#

#

# Define a nice filter:

# We like to see flows containing more than xxx packets

my $limit = 6000 ;

my $nf filter = ’'duration < 3500 and packets < 3 and bpp < 100 and src as 559';

# Periodic function

#  input: profilename

# timeslot. Format yyyymmddHHMM e.g. 200503031200
sub run {

my Sprofile
my Stimeslot

shift;
shift;

syslog('debug', "CatchScanners run: Profile: $profile, Time: S$timeslot");

my %$profileinfo = NfSen::ReadProfile($profile);
my $netflow sources Sprofileinfo{'sourcelist'};

#

# process all sources of this profile at once

SV ITCH
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my @output = ~$nfdump -M $PROFILEDATADIR/$profile/$netflow sources -r nfcapd.$timeslot -a -A srcip,dstport -1

$limit -f $nf filter™;

#
# Process the output and notify the duty team

( IP addresses anonymised ) [%g;{ﬂt \
2006 © SWITCH L St M P
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Backend / Frontend Plugins:

#
@plugins = (
['live', 'CatchDos'],

registe/rv )
\_/_

nfsen.conf

#
package CatchDos;

use strict;

#

sub Init {

# Init plugin
} # End of Init
sub run {

my $profile
my S$timeslot

# End of run
e output

Runs automatically
Backend Plugin every 5 min

shift;
shift;

(sv ITCHP

SV/IT

CH
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/* Port Tracker
* Plugin
*/
function
PortTracker Run($plugi) {
$portinfo =
GetTopN($plugin_id,
$_SESSION["${plugin_id}

} // End of
PortTracker_Run

\/

Frontend Plugin

2006 © SWITCH cert)

44



[ | oo . I

B oo | riom | pachets | rame | oot | s [EIREERE
I PortTrachm I

Port Tracker
TCP Packets TCP Byws UDP Flows UDP Packets UDP Bytes
Sot fep 10 10:15:00 2005 - Mon Tep 12 10:585:00 2005 - TCP Flows _ Shou Top Ixo :jP\Ih
m . . . - - * . - » ‘ mﬂ‘ (- :.‘ h.w“
200 4 0 .’ Tk Ports
-
-
‘ 1o I \;
o~ 3
__ M‘| Delete
LR -
| .
-
.
. -
L P IAr0 LR [N w0 1A e o e
Tog O Ports
Brer oo Brec o Onet 22 Baet oo Brec 1 Bort iy Bees oo Bast an I Add I Dedete
Trobed Pty
L AT
B Rt N

Display [ 2days ¥ Y-aus: #® Lincar © Log Type: ¥ Suckad © Line
Top M0 Seatstas
e voe
Pows Packens Byies Pows Packens Byues

Kk Port Coust Pt Coumt Port Count Pt Coust Pomt Count Post Count

| DON0ITESET RO D2TEIN T RI9 1A T DM 112028 T 5 2S22KD AT0 29666470
2 BE9 1761 N9 BOT2TVTED R2TS0NN MY SAS1S 6970 180122 [ IEM 452575
I S a8 22 TRAXTI AT JROOSISES UUUSE THIASUBEM 112024 U027 435085
4 139 30747 CRSEE SI3KSS [SS62 TINOSSXSS M6 ST T NRT K860 M6 27285365
S 32 26000 (4660 276854 D32 I2ISRAS I3 17664 THIG STSO! DD 23636673

e



nfdump and NfSen

Cookbook for writing Frontend Plugins:

Write the Backend plugin: MyPlugin
Create a PHP module named MyPlugin.php
Write your code.

Must have 2 well defined functions:

function <plugin_name> ParseInput( $plugin_id )
function <plugin_name> Run( $plugin_id )

Have each a unique plugin ID: $plugin_id
Run at any time the user selects the plugin.

Profile read only information available in $ SESSION[‘profileinfo’]

example: $_SESSION|[ ‘profileinfo’][ ‘name’]

SV ITCH
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Store the file MyPlugin.php in the directory $FRONTEND_PLUGINDIR
( e.g. /Ivarlwww/htdocs/nfsen/plugins )

Reload nfsen-run backgroud process: $SBINDIR/nfsen reload

Check correct load of module in syslog file.

S\WITCH
( )
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<?

/*
* MyPlugin plugin
*/

// Required functions

/*

* This function is called prior to any output to the web browser and is intended

* for the plugin to parse possible form data. This function is called only, if this
* plugin is selected in the plugins tab

*/

function MyPlugin ParseInput( $plugin_id ) {

if ( isset($_POST["${plugin id} wvariable"]) ) {

} else {
$ SESSION[ 'warning'] = "Warning ..";
$_SESSION[ 'error'] = "Error ..";

}

} // End of MyPlugin Parselnput

/*

* This function is called after the header with the navigation bar have been sent to the
* browser. It's now up to this function what to display.

* This function is called only, if this plugin is selected in the plugins tab

*/

function MyPlugin Run( $plugin_id ) {

$ SESSION[ "${plugin_id} variable"] = ..

} // End of MyPlugin Run

?2>

[sv |TCHﬁ
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Planned Plugin: Host behaviour based worm detection:

Result of a PhD network security research work in the context of the DDoSVax
project at Swiss Federal Institute of Technology Zurich:
http://www.tik.ee.ethz.ch/~ddosvax/

Idea: Infected hosts show a different behaviour and can
be put into different classes:

, 1raffic“ class:
Worm infected hosts tend to send considerably more traffic than they receive.

,Responder” class:
If many more hosts start to answer requests, they probably are victims of a worm.

,connector class:
Worm infected hosts typically open many connections.

(S\) ITCHﬁ
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DDoS Vax : Host behaviour based worm detection:

Example: MyDoom.A

3 ,‘0"'1 5 §:--N v | T LA PP S TR ] O
= Tad C
T2 20 TandCandR -
.s‘%i’i )
2%
_§ é:. 150
e
:L%
ESS w0
ESC
Z gr
C<E ¥
g= 50
v
2 :
kel 0 - ' - - St 7
é 26.01. 26.01. 27.01. 27.01. 28.01. 28.01. 29.01.
g 00:00 12:00 0000 12:00 00:00 12:00 00:00
,no class’ Date and Tume (UTC, 2004)

Most interesing for worm detection are cardinalities of class combinations.
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Figures @ SWITCH:

Server: 2 x 3GHz 2GB Ram. Debian Linux 2.6.x SMP

3TB (2TB + 1TB ) AXUS Disk Raid |
XFS file system.
Gigabit Ethernet interfaces.

5min workload avg. ca. 5%.
25GB Netflow data / day.
About 41 days of netflow data available.

S\WITCH
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Next Steps - Todo list - a lot of work:

NfSen 1.3:

More flexible profiles, using new channel architecture.

Improved interface.

Access to NfSen from other applications.
More plugins .. ( e.g. Alerting )
“Network behaviour analysis”

Overview Profile: inout

'-;.,,,.-.l—-

»

I
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Next Steps - Todo list - a lot of work:
nfdump:

« IP-Cache => fast lookup of any given IP-address.
Select files by IP-address: “List flows from files, where <IP> was
seen last”

* Incremental statistics over a longer periode of time. => Stat c e
* More v9/sflow elements in'capture files. ¥
 Handle flow sampling.

« Compression: Bzip2, Hierarchical file organisation.

more in the future:

* Related filters: ‘Malware pattern Tracking’
begin { dst ip <A> dst port 445 bytes > 600 }
followed { src ip <A> and dst ip 172.16.17.18 and dst port 80 }

(S\) ITCHﬂ
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Summary:

* Powerful and flexible tools for all sort of netflow tasks.
— Network monitoring.
— Incident Handling.
— All sort of tracking ...

« Open Source under BSD License.

« Cmd line tool: nfdump
— Written in C. Runs on most *nix.

Tested on Linux Kernel 2.4.* and 2.6.%, . ~—— B ?"{
FreeBSD, OpenBSD ( Development platform), Solaris. - N /
— Available at http://nfdump.sourceforge.net K

« Web based frontend: NfSen
— Written in PHP and Perl.
— Extendable using plugins.
— Available at http://nfsen.sourceforge.net

(S\) ITCHﬁ
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‘ Thank you for your
attention.

‘ Any Questions?




